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Data release: list of websites that have third-party “session replay” scripts

In a recent study we analyzed seven “session replay” services and revealed how they exfiltrate sensitive user data. Here we release the data
behind our study, specifically, the list of websites from the Alexa top 1 million which embed scripts from analytics providers that offer session
recording services. The appearance of a website on this list DOES NOT necessarily mean that session recordings occur, as website developers
may choose not enable session recording functionality.

For some sites, we do have evidence of session recordings occurring. We mark these with the tag “evidence of session recording”. For these
sites, our measurement bots were able to detect a recording in progress, as detailed in our detection methodology below. For sites not marked
with this tag, it does not mean that recordings don't occur, simply that we don't know if they do. That's because many of the recording services
activate their functionality only for a sample of users, either as explicitly defined by the publisher site or enforced as part of a daily recording
limit. Thus, it is possible that our bot that visited the site was not included in the sample, but other users might be.
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A problema nem az, hogy a vilag leglatogatottabb
weboldalai ilyen eszkozoket hasznalnak.
A gondot az okozza, ahogyan hasznaljak.
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Application form

Name *

Email address *

Phoneno. *
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Few words about yourself?
Portfolio link?
Reference person?
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Session Info Notes & Actions
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0 notes

(7] Help with recordings

How can | tag recordings automatically?

Why am | seeing asterisk (*) symbols
instead of actual keystroke data in input
fields?

Why is this recording loading over HTTP,
not HTTPS?

Troubleshooting




Személyes adatok

Email cim
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Jelszé Gjra
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BUDAPEST — LONDON LUTON 4
1 PASSENGER

* FLIGHTS Ft26,980

MAY  Budapest - London Luton
15  06:00 - 07:35 (W6 2201

Basic fare , 1 x Flight ticket, 1 x Administration fee

MAY  London Luton - Budapest
21  08:10-11:35 (W6 2202)

Basic fare , 1 x Flight ticket, 1 x Administration fee

# PASSENGERS Ft10,750

@ Aron Bay

1% 10kg Hand luggage (55 x 40 x 23 cm) , 1 x Seat
reservation

1 x 10kg Hand luggage (55 x 40 x 23 cm) , 1 x Seat
reservation

¢+ SEATS Ft10,750

SERVICES

/s PAYMENT

TOTAL HUF ¥ Ft37,730

Payment options

PLAN ~

CREDIT CARD BANK TRANSFER

USE WIZZ VOUCHER OR PROMO CODE

HUF 37,730

TOTAL

OTHER CURRENCY:  GBP v GBP114.74

T @D @ uw

02 18

Save credit card

T\‘I‘ISX MasterCard




Funnels > FOoldal - Sikeres rendelés  Edit Funnel

SESSIONS CONVERSION RATE
L1 45379 0.5%

@ This funnel is based on a sample of your total visitors. Learn more.

STEP 1 STEP 2 STEP 3
Fdoldal Kategériaoldal Termékoldal
SESSIONS SESSIONS SESSIONS
15,379 12,002 8,579

78% OF 15379 71.5% OF 12002
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DROPOFF DROPOFF DROPOFF
22% 28.5% 93.6%
(3.377) (3,423) (8,034)

STEP4

Kosar

SESSIONS

545

6.4% OF 8579

&

DROPOFF

59.4%

(324)

STEPS
Fizetés

SESSIONS

221

40.6% OF 545

DROPOFF

68.3%

(151)

2018-02-19 - 2018-02-26

STEP 6

Visszaigazolé

SESSIONS

70

31.7% OF 221

o

CONVERSION

0.5%

(70)
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